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About this Talk

® |earn about Sysinternals tools and techniques for analyzing
and cleaning malware

® Professional antimalware analysis requires
® But even for professionals, Sysinternals tools can prove useful

® Analyzing:
® Understanding the impact of malware
® Can be used to understand malware operation
® Generates road map for cleaning infestations

® Cleaning:
® Removing an infestation of a compromised system

® Attempting a clean can also reveal more information about

malware’s operation Copyright © 2011 Mark Russinovich



Malware Cleaning Steps

® Disconnect from network

® Identify malicious processes and drivers

® Suspend and terminate identified processes
® Identify and delete malware autostarts

® Delete malware files

® Reboot and repeat
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